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What is Cybercrime?

® Any criminal activity performed over on-line channels.

® From a banking industry perspective, it is criminal activity

performed against the bank or its customers through on-line
channels that is intended to steal funds, steal information, or
disrupt service.

= Phishing attacks

= Malware (e.g. “Silentbanker” virus)

= Hacking attempts

= Denial-of-service attacks



Cybersecurity is a Shared Responsibility

m Responsibility for ensuring cybersecurity and combating on-line
fraud is shared among:
= business
= government
= the General Public




The Role of the Banking Industry

® The banking industry takes cybersecurity very seriously.

m Cybersecurity in banking happens at three levels:
= customer level
= industry level
= firm level



The Role of the Banking Industry
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The Role of the Government

® The legal and law enforcement framework needs to treat
cybercrime seriously.
= Legislation to combat identity theft and malicious spam.
= Resources for law enforcement to go after cyber-criminals.
= A renewed focus to use these new tools to stop cybercrime.




The Role of the General Public

® The general public is the “soft target” for cyber-criminals.

m Raising awareness among the general public on how to spot and
stop cyber-crime is a key to enhancing cybersecurity.

®m Both industry and governments have a role to play.



What we Need — A Plan

B Government needs to make cybersecurity a priority, and resource
it accordingly.

®m Law enforcement needs to take those legislative tools and, using
additional resources from governments, pursue cyber-criminals
with renewed vigour.

®m Industry needs to redouble its efforts to make customers aware of
safe computing practices and work together to keep a step ahead
of the cybercriminals.
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